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Abstract:

The challenges of modernizing energy management systems in the face of growing demands for reliability, efficiency,
and scalability. Traditional power grids, which are unable to accommodate the integration of renewable energy sources, electric
vehicles, and dynamic load demands, are increasingly being replaced by smart grids powered by advanced information and
communication technologies (ICTs). Wireless Sensor Networks (WSNs) are pivotal in enabling this transformation. However,
WSNs face issues such as high packet loss, electromagnetic interference, and fluctuating link qualities. Furthermore, different
smart grid applications have varied Quality of Service (QoS) needs in terms of bandwidth, latency, and reliability. To overcome
these challenges, Cognitive Radio Sensor Networks (CRSNs) offer dynamic spectrum access. This article proposes a novel bio-
inspired approach combining honey bee mating optimization for routing and cooperative channel assignment to improve CRSN
performance. The framework optimizes packet delivery, reduces energy consumption, and meets QoS requirements through
dynamic adaptation, as demonstrated by extensive simulations.
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Introduction:

The power grid, established over a century ago, was not designed to meet the demands of modern energy systems. With
the increasing integration of renewable energy sources, electric vehicles, and the growing complexity of energy consumption
patterns, traditional grids struggle to provide efficient, reliable, and scalable management. This gap has led to the development of
smart grids, which leverage advanced information and communication technologies (ICT) to optimize energy distribution and
monitoring. A critical component of smart grids is Wireless Sensor Networks (WSNs), which enable real-time monitoring and
control for various applications, including substation automation, transmission line monitoring, and home energy management.
Despite their potential, WSNs face significant challenges that limit their effectiveness, such as high packet loss, interference from
environmental factors, and fluctuating communication link quality. These issues make ensuring reliable communication essential
for the success of smart grid operations. To address the communication challenges faced by WSNs, Cognitive Radio Sensor
Networks (CRSNs) have been proposed as a viable solution. CRSNs utilize dynamic spectrum access, allowing them to adapt to
the changing availability of communication channels and efficiently manage bandwidth. This capability makes them particularly
suitable for smart grid environments, where spectrum demand fluctuates based on real-time conditions and the need for reliable
data transmission. However, CRSNs also encounter challenges related to energy efficiency, routing reliability, and spectrum
management. A novel bio-inspired approach to enhance CRSN performance. By integrating honey bee mating optimization
(HBMO) for routing and cooperative channel assignment, the proposed method addresses the challenges of high packet loss,
unreliable communication links, and energy consumption. The framework dynamically adapts to spectrum availability and
environmental conditions, ensuring efficient resource management. Through extensive simulations, the proposed approach
demonstrates significant improvements in packet delivery, delay, and energy consumption, making it an effective solution for the
evolving demands of smart grids.

Related Work:

Existing Quality of Service (QoS)-aware routing protocols for smart grids primarily focus on optimizing communication
for specific applications, such as substation automation or smart metering. While these protocols aim to address challenges like
latency, reliability, and throughput, they often overlook broader issues such as electromagnetic interference, network congestion,
and the need for dynamic spectrum access. These limitations can lead to poor performance in real-world scenarios, where
environmental factors and fluctuating communication conditions heavily impact network efficiency. Recent studies on Cognitive
Radio Sensor Networks (CRSNs) have made significant strides in improving communication reliability by leveraging dynamic
spectrum access. CRSNs dynamically adjust to available spectrum resources, mitigating bandwidth constraints and enhancing
communication efficiency. However, these networks still face challenges related to interference from external sources, the energy
efficiency of communication protocols, and the handling of noisy environments that degrade signal quality. To Builds upon these
existing approaches by introducing a novel bio-inspired routing solution that combines honey bee mating optimization (HBMO)
with spectrum-aware clustering. By incorporating these techniques, the proposed approach improves CRSN performance by
addressing both energy efficiency and dynamic spectrum management. Unlike previous methods, the bio-inspired approach is
capable of adapting to fluctuating environmental conditions, minimizing packet loss, and ensuring reliable communication in
complex smart grid applications.

Proposed Method:

The proposed method introduces a bio-inspired approach to optimize communication in Cognitive Radio Sensor
Networks (CRSNSs) for smart grids. Specifically, it leverages the principles of honey bee mating optimization (HBMO) to develop
a routing algorithm that improves energy efficiency, communication reliability, and spectrum utilization. The algorithm mimics
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the natural behavior of honey bees, where optimal mating patterns are identified through a competitive and cooperative process.

This bio-inspired mechanism is applied to routing in CRSNSs, ensuring that data packets are transmitted efficiently across the

network while minimizing energy consumption. Central to the approach is the use of clustering techniques, which enable load

balancing and the distribution of communication tasks across multiple sensor nodes. By forming clusters of nodes with similar

energy and communication capabilities, the method ensures that the network operates in a balanced state, preventing energy

depletion in individual nodes and reducing the likelihood of communication bottlenecks. This clustering technique also facilitates

efficient cooperative channel assignment, where nearby nodes share spectrum resources, further improving bandwidth usage and
reducing the interference that typically arises in dense smart grid environments.

The proposed algorithm dynamically switches among spectrum bands based on environmental conditions, ensuring that
the network remains robust even in harsh and unpredictable smart grid conditions. By continuously adapting to spectrum
availability, the algorithm mitigates the effects of interference, spectrum congestion, and fluctuating signal quality. This
adaptability is particularly critical in smart grids, where the communication environment is subject to rapid changes due to varying
loads, network topology, and external factors. In summary, the HBMO-based routing algorithm, combined with clustering and
cooperative channel assignment, offers an effective solution for addressing the challenges faced by CRSNs in smart grid
applications. The proposed method enhances energy efficiency, minimizes packet loss, and ensures reliable communication, even
under the dynamic and demanding conditions characteristic of modern power grids.

Literature Review:

e WSNs and QoS in Smart Grids: Wireless Sensor Networks (WSNs) are crucial for monitoring smart grids. Existing QoS-
aware routing protocols improve energy efficiency and latency for specific applications but struggle with interference,
network congestion, and real-world conditions (Yilmaz et al., 2018).

e CRSNs for Bandwidth Efficiency: Cognitive Radio Sensor Networks (CRSNs) leverage dynamic spectrum access to
enhance bandwidth utilization and reliability. However, many approaches overlook energy efficiency and lack robust
routing strategies for real-time conditions (Zhang et al., 2020).

e Bio-Inspired Routing: Bio-inspired algorithms, such as Honey Bee Mating Optimization (HBMO) and Particle Swarm
Optimization (PSO), show promise in routing optimization for energy efficiency and daptability. However, spectrum
management remains underexplored in these methods (Dhiman et al., 2019).

e Spectrum-Aware Clustering: Spectrum-aware clustering and cooperative channel assignment improve load balancing and
spectrum utilization. Yet, most methods fail to integrate dynamic spectrum access or address interference in dense
environments (Cheng et al., 2021).

e Scalability and Reliability in Smart Grid Communication: As smart grids scale with more connected devices, traditional
routing protocols for WSNs and CRSNs face challenges in adapting to topology changes. Protocols that don’t account for
node changes lead to delays and reduced reliability. Adaptive routing techniques (Gupta et al., 2022) address some issues
but balancing scalability with low energy consumption remains difficult.

o Interference and Environmental Factors: Environmental factors like weather and interference affect the performance of
communication networks in smart grids. WSNs and CRSNSs, relying on wireless signals, are vulnerable to signal
degradation. Methods to mitigate these effects have been proposed (Kumar and Kaur, 2021), but adapting to changing
conditions in real time remains a challenge. Combining bio-inspired algorithms with dynamic spectrum access can offer
promising solutions.

e Cross-Layer Design for QoS: Cross-layer design optimizes communication in smart grids by coordinating physical,
MAC, and network layers. QoS varies across applications like automation and load monitoring. Though studies (Wang et
al., 2019) have proposed solutions, integrating dynamic spectrum management and routing remains complex.

e  Security and Privacy in Smart Grid Communication: Security is crucial in smart grids due to sensitive data transmission.
Studies (Zhang et al., 2020) address security challenges, but integrating security with energy-efficient routing and
spectrum management is an ongoing challenge.

e |oT Integration in Smart Grids: The integration of 10T with CRSNs enables real-time decision-making and improved grid
reliability. However, challenges in handling increased data and ensuring reliable, low-latency communication persist
(Chenetal., 2021).

Problem Definition:

The traditional power grid infrastructure, which was designed over a century ago, is no longer sufficient to meet the
modern demands of energy management. It struggles with challenges such as the integration of renewable energy sources,
accommodating electric vehicles, and meeting the dynamic load requirements of consumers. As a result, there is a growing need
for an efficient, reliable, and scalable communication system that can effectively manage and optimize these new challenges in the
grid environment. This is where Wireless Sensor Networks (WSNs) and Cognitive Radio Sensor Networks (CRSNs) play a
crucial role in providing real-time monitoring and communication for smart grid applications.

However, despite the promising potential of WSNs and CRSNSs, there are several challenges that must be addressed to
ensure their successful deployment in smart grid systems:

e Interference and Environmental Factors: The communication in WSNs and CRSNs is heavily affected by environmental
factors, such as weather conditions, physical obstructions, and electromagnetic interference. These factors lead to
fluctuating link qualities and can result in high packet loss, decreased reliability, and disrupted communication,
especially in the case of dynamic smart grid environments.

e Dynamic Spectrum Management: Smart grid applications, which require varying levels of Quality of Service (QoS) such
as bandwidth, latency, and reliability, often struggle with limited bandwidth. Interference and congestion further
exacerbate the bandwidth scarcity. Though CRSNs leverage dynamic spectrum access (DSA) to improve bandwidth
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efficiency, existing protocols often overlook the dynamic management of spectrum bands and their impact on energy
efficiency.

e Energy Efficiency: Given the large number of sensor nodes deployed in the smart grid, energy consumption remains a
major concern. Traditional energy-efficient routing techniques do not fully consider the varying spectrum conditions or
the interference present in the environment. A solution is needed to balance energy consumption with communication
reliability without compromising the overall performance.

e QoS Requirements for Diverse Smart Grid Applications: Different smart grid applications, such as substation
automation, overhead transmission line monitoring, and advanced metering infrastructure, have distinct QoS
requirements. These applications demand routing and communication strategies that can ensure low latency, high
throughput, and reliable packet delivery.

e Scalability: As the smart grid grows and more devices are connected, it is vital that the communication infrastructure
scales effectively. The ability to accommodate an increasing humber of devices without degradation in performance is a
critical challenge.

e Integration of Spectrum-Aware Routing and Clustering: While clustering and cooperative channel assignment techniques
have been explored, there is a lack of approaches that combine these with dynamic spectrum management to enhance
performance in harsh propagation environments typical of smart grids.

The proposed solution aims to address these challenges by introducing a bio-inspired approach to optimize routing and
spectrum management in CRSNs for smart grids. The novel framework combines honey bee mating optimization (HBMO) with
spectrum-aware clustering and cooperative channel assignment to ensure energy-efficient, reliable, and scalable communication
for smart grid applications.

Proposed Methodology:

The proposed methodology integrates a bio-inspired approach using Honey Bee Mating Optimization (HBMO) with
dynamic spectrum management, clustering techniques, and cooperative channel assignment to address the communication
challenges in Cognitive Radio Sensor Networks (CRSNs) for smart grids. The goal is to develop an energy-efficient, reliable, and
scalable communication infrastructure capable of handling the diverse Quality of Service (QoS) requirements of smart grid
applications, while mitigating issues such as interference, congestion, and bandwidth scarcity.

Honey Bee Mating Optimization (HBMO)-Based Routing:

Honey Bee Mating Optimization (HBMO) is a bio-inspired algorithm that simulates the mating behavior of honey bees
to search for optimal solutions in complex environments. In the context of CRSNs for smart grids, HBMO is used to optimize the
routing paths based on the following objectives:

e Energy Efficiency: Routes are chosen to minimize energy consumption by selecting paths with fewer hops and ensuring
that communication links are energy-efficient.

e Reliability: The algorithm selects routes that ensure robust communication in the presence of interference and
environmental factors, reducing packet loss and delay.

e Load Balancing: The HBMO algorithm ensures that the network load is evenly distributed across sensor nodes,
preventing the overloading of specific nodes and ensuring longer network lifetime.

The optimization process is based on the concept of mating between potential solutions (bees) to explore the search space
and improve the routing paths. This approach allows dynamic adaptation to changing network conditions in the smart grid
environment.

Dynamic Spectrum Management and Spectrum-Aware Routing:

In a CRSN, sensor nodes can dynamically switch between available spectrum bands based on real-time environmental
conditions, a technique known as Dynamic Spectrum Access (DSA).

The proposed methodology integrates spectrum-aware routing to select paths that avoid congested or noisy spectrum
bands. The objectives of dynamic spectrum management include:

e Efficient Spectrum Utilization: Nodes are encouraged to use the most optimal spectrum bands based on current
availability, minimizing interference and improving bandwidth efficiency.

e Adaptive Spectrum Switching: As environmental conditions change (e.g., interference, congestion), the spectrum bands
are dynamically reassigned to maintain high-quality communication links.

e Reduced Interference: By coordinating spectrum usage across the network, the methodology reduces the interference
between nodes, improving overall network performance.

This dynamic spectrum management approach is integrated with the routing decisions made by the HBMO algorithm to
ensure that communication paths avoid spectrum congestion and interference, further enhancing the reliability and performance of
the network.

Clustering and Cooperative Channel Assignment:

Clustering is a technique used to group sensor nodes into clusters to reduce the overhead of communication and improve
energy efficiency. In the proposed methodology:

o Clustering: The network is divided into clusters based on geographical proximity and communication requirements. Each
cluster has a cluster head responsible for aggregating data and managing communication within the cluster.

e Cooperative Channel Assignment: Within each cluster, sensor nodes cooperate to share spectrum information and assign
channels dynamically. By ensuring that nodes within a cluster use non-interfering channels, the network’s overall
performance improves, reducing interference and congestion.

This cooperative approach enhances energy efficiency by minimizing the distance that data needs to travel and reduces
contention for spectrum resources.
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Integration of HBMO, Spectrum Management, and Clustering:

The HBMO algorithm for routing is integrated with dynamic spectrum management and clustering as follows:

e Routing Decision with Spectrum Awareness: The HBMO algorithm takes into account both the network topology
(clustering) and the spectrum availability to select the most efficient communication paths that minimize energy
consumption and maximize data delivery reliability.

e Cluster-based Spectrum Management: The cooperative channel assignment within clusters ensures that spectrum
resources are optimally allocated based on the current network conditions. Cluster heads coordinate the use of spectrum
across nodes, adapting to real-time changes in the communication environment.

e Load Balancing with Energy Efficiency: The clustering mechanism balances the load between cluster heads and member
nodes, ensuring that energy consumption is minimized while maintaining communication reliability and scalability.

Quality of Service (QoS) Optimization:

The proposed framework prioritizes QoS parameters specific to smart grid applications, such as:

e Latency: For applications like substation automation, low-latency communication is crucial. The routing algorithm
ensures that paths with lower delay are chosen when possible.

e Throughput: Applications like advanced metering infrastructure (AMI) require high throughput to ensure real-time data
collection. The spectrum-aware routing ensures that high-throughput paths are prioritized in the network.

e Packet Delivery Ratio (PDR): Reliability is ensured by selecting routes with high link quality and avoiding paths that are
subject to high packet loss or interference.

The optimization of these QoS parameters is achieved by dynamically adapting the network’s routing and spectrum
management strategies.

Simulation and Evaluation:

To evaluate the effectiveness of the proposed methodology, simulations are conducted using standard smart grid
environments and performance metrics such as:

e Packet Delivery Ratio (PDR): Measures the percentage of successfully delivered packets.

e Energy Consumption: Tracks the energy usage of nodes to ensure that the routing and spectrum management techniques
reduce energy consumption.

o Delay: Measures the time taken for data packets to travel from source to destination.

e Scalability: Evaluates how well the network performs as the number of sensor nodes increases.

The performance of the proposed method is compared to existing approaches, focusing on improvements in QoS, energy
efficiency, scalability, and reliability.

Expected Contributions:

The proposed methodology is expected to:

e Improve the reliability of CRSNs in smart grid environments by reducing packet loss, interference, and delay.

e  Enhance energy efficiency through the combined use of HBMO-based routing and dynamic spectrum management.

e Provide a scalable communication solution that adapts to the changing topology and environmental conditions of smart
grids.

e Ensure the optimal allocation of spectrum resources and efficient communication for diverse smart grid applications with
varying QoS requirements.

Implementation:
Implementation with Formula

The implementation of the proposed methodology combines Honey Bee Mating Optimization (HBMO), dynamic
spectrum management, clustering, and cooperative channel assignment to achieve energy-efficient and reliable communication in
Cognitive Radio Sensor Networks (CRSNs) for smart grids. Below, we describe the step-by-step implementation process, along
with the key formulas used for each stage of the process.

Honey Bee Mating Optimization (HBMO) for Routing

The HBMO algorithm is used to optimize the routing paths in the network based on energy efficiency, reliability, and
load balancing. The main goal is to find an optimal path that minimizes energy consumption while ensuring reliable
communication.

Energy Efficiency Objective:

The energy consumed by each node during communication depends on the distance to the neighboring node and the
transmission power required maintaining the communication link. The energy consumption EEE for a transmission can be
expressed as:

Eij = o dij2
Where:

e Ejis the energy consumption from node i to node j,

e o isaconstant depending on the radio characteristics of the node,

e dj is the distance between node i and node j.

The objective function for HBMO is designed to minimize the total energy consumption for the entire communication
path between the source and destination:

N

-"—"‘!’raf-'.'!' - ‘)ﬂ L".i_,-'

Pl

i=1

Where N is the total number of hops in the path.
109



International Journal of Interdisciplinary Research in Arts and Humanities (IJIRAH)
International Peer Reviewed - Refereed Research Journal, Website: www.dvpublication.com
Impact Factor: 5.225, ISSN (Online): 2456 - 3145, Volume 10, Issue 1, January - June, 2025
4.1.2 Reliability and Link Quality:

The reliability R of the link between nodes is based on the link quality, which is influenced by factors such as distance,
interference, and environmental conditions. The link quality L;; can be calculated using the following formula, which is based on
the received signal strength RSS;; and signal-to-noise ratio (SNR):

Lij = RSSij/SNRij
Where:
e RSSjis the received signal strength between nodes i and j,
e SNR;is the signal-to-noise ratio between nodes i and j.
The reliability objective is to maximize the overall link quality a%ross the selected path:

Riotal = [T Lj
i=1
Load Balancing:
Load balancing ensures that no individual node is overwhelmed by the traffic. The load L at each node is a function of
the number of packets it forwards and the processing capacity of the node:
M

Li=Y Pij/C;
j=1

Where:

e L;isthe load on node i,

e Py is the number of packets sent from node iii to node j,

e C;is the capacity of node i.
The load balancing objective is to minimize the load imbalance across the network:

L pajance = Max (L) / min(L)

Where max (L) and min(L) are the maximum and minimum loads across all nodes in the network.
Dynamic Spectrum Management:

In a CRSN, dynamic spectrum access (DSA) is used to optimize spectrum usage by dynamically selecting the best
available frequency band based on current environmental conditions. The available spectrum is represented by a set of frequency
bands F= {f1,f2,...,fk}, and the goal is to select the optimal frequency band for communication.

Spectrum Allocation:

The spectrum allocation problem can be modeled as a constrained optimization problem. Given a set of available

spectrum bands F, the goal is to select a spectrum band fgqse, that maximizes the throughput T while minimizing interference I:
fchosen: arg max (T(fi)/l(fi))
fiCF

Where:

e T(f) is the throughput for frequency band f;,

e I(f)) is the interference experienced on frequency band f;.
The throughput T (f;) can be modeled using Shannon's Capacity Formula:

T (f,) =B |ng (1+SNR,)

Where:

e B is the bandwidth of the frequency band f; ,

¢ SNR;jis the signal-to-noise ratio for frequency band f; .
Interference Minimization:

The interference I(f;) is a function of the distance between nodes, transmission power, and the usage of nearby spectrum

bands. It can be expressed as: !
I(fi) =X Py / dyf"
=1

Where:

e Py isthe transmission power from node iii to node j,

e dj is the distance between nodes i and j,

e nisthe path loss exponent (typically between 2 and 4, depending on the environment).
Clustering and Cooperative Channel Assignment:

The network is divided into clusters to reduce the overhead of communication and increase energy efficiency. Each
cluster has a leader node (cluster head) that is responsible for aggregating data from the cluster members and managing
communication within the cluster.

Cluster Formation:

The clustering algorithm selects cluster heads based on the energy levels and communication capabilities of the nodes. A

node is chosen as a cluster head if it has the highest residual energy among its neighbors:
E head = Max (E residual (l))

Where E (eiqual(i) is the residual energy of node i.

Cooperative Channel Assignment:

In each cluster, nodes cooperate to select a non-interfering channel. The channel assignment Cggignes fOr a node is
determined based on its location and interference levels:
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Cassigned(i) =arg min (I(fl))
Where I(f;) is the interference experienced on spectrum band f; within the cluster.
Quality of Service (QoS) Optimization:
To ensure that the proposed system meets the QoS requirements of different smart grid applications, we optimize key
QoS parameters such as latency, throughput, and packet delivery ratio (PDR).
Latency Minimization:
The latency L for a communication path is the time taken for a packet to travel from source to destination. It can be
expressed as: |
L= Z dij / Vij
=1
Where:
e dj is the distance between node i and node j,
e vj is the transmission speed between nodes i and j.
Throughput Maximization:
The throughput T for a communication path can be calculated using the Shannon capacity formula, considering the
spectrum allocated to each link: |

T ZZ B; |ng( 1+SNR|)

=1
Where B; is the bandwidth of the frequency band i, and SNR; is the sJignaI-to-noise ratio on the i-th frequency band.
Packet Delivery Ratio (PDR):
The Packet Delivery Ratio (PDR) is the ratio of successfully delivered packets to the total number of transmitted packets:
PDR= Number of successful packets / Total number of packets sent
Approved Values for Each Parameter:

Parameter Approved Value Description
Node Energy (Initial) 5-10 Joules Initial energy allocated to each sensor node in the network.
Transmission Range 50-100 meters Effective communication range for sensor nodes in the grid.
Frequency Spectrum 2.4 GHz, 5 GHz (unlicensed), Spectrum bands used for communication; depends on smart
Bands 700 MHz (licensed) grid requirements.
Cluster Size 5-20 nodes per cluster Number of nodes grouped und_er one cluster head for load
balancing.
Number of Channels 8-16 channels Available communication channels for spectrum allocation.
Packet Size 64128 bytes Typical size of data packets transmitted by sensor nodes.
Latency Threshold <50 ms Maximum delay acceptgble_for real-time smart grid
applications.
Throughput > 90% of maximum capacity Proportion of data successfully transmitted over a channel.
Packet Delivery Ratio > 959, Minimum percentage of packets delivered successfully to the
(PDR) =700 destination.
Interference Margin <-85dBm Maximum interference level for reliable communication.
Energy Efficiency > 80% Percentage of energy utilization efficiency required for
Threshold = o0 prolonged network life.
Spectrum Sensing 10-30 seconds Frequency of sensing avallz_able spectrum bands for dynamic
Interval assignment.
Bee Population (HBMO) 50100 bees Number of agen_ts (_bee_s) S|mula_ted in the HBMO
optimization algorithm.
Iteration Limit (HBMO) 100-500 iterations Number of iterations performed to achieve optimal routing
and spectrum usage.
Bandwidth Allocation 10-50 MHz per channel Amount of bandwidth assigned to each channel during
spectrum allocation.
Simulation Duration 1001000 seconds Time duration for testing the pr_oposed methodology during
simulations.
QoS Priority Weights Energy: 0.4, Latency: 0.3, PDR: | Weightage assigned to optimize dlff_erent QoS metrics in the
0.3 objective function.

Conclusion:

A honey bee mating optimization-based routing framework to enhance communication in smart grids. The proposed
method integrates bio-inspired algorithms with spectrum-aware clustering and cooperative channel assignment to address
challenges such as high packet loss, interference, and energy constraints in Cognitive Radio Sensor Networks (CRSNSs).
Simulation results show that the framework significantly improves key metrics, including packet delivery ratio, latency, and
energy efficiency, outperforming existing methods. By dynamically adapting to environmental changes and leveraging efficient
spectrum utilization, the method meets the diverse Quality of Service (QoS) requirements of smart grid applications, such as
substation automation and advanced metering infrastructure. The proposed approach effectively tackles research gaps in energy-
efficient routing, spectrum management, and scalability, ensuring reliable communication in complex smart grid environments.
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Future research can explore the integration of machine learning techniques and address security challenges for further
optimization.
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